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Chapter 1

About this Guide

This guide will help you modifying PacketFence to your particular needs. It also contains information on
how to add support for new switches.

The instructions are based on version 2.2.0 of PacketFence.
The latest version of this guideis available online at

http://www.packetfence.org/download/guides.html.
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Chapter 2

Code conventions

Code style

Caution
Thisiswork in progress.

We are dlowly migrating away from an automated perltidy code style. The reason we are not doing another
pass of tidy isthat it messes up code history and makes maintainer's job more complicated than it should
be. Every new change uses the new guidelines so over time the old code style will slowly disappear.

Lines of 120 character width manually wrap longer lines
No tab characters
Use constants instead of hardcoded strings or numbers (use const ant or Readonl y modules)

in object-oriented modules we use CamelCase notation (ex: $r adi usRequest - >get Vol pAt -
tributes();)

in procedural modules we use perl usual notation (ex: $node_info{' pid} =
$current _request{'pid};)

regular expressions should be documented (with the / x modifier)

i f ($phone_nunber =~/

M(?2([2-9]1\d{2})\)? # captures first 3 digits allows parens
(?:-1.]1\s)? # separator -, ., sapce or nothing
(\d{3}) # captures 3 digits

(?:-1.]1\s)? # separator -, ., sapce or nothing
(\d{4})$ # captures last 4 digits

I'x) A

return "$1%$2%$3";

}

SQL should be capitalized, properly indented and always use named fields (no *)
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Chapter 2

$node_st at enment s- >{' node_add_sql '} = get_db_handl e() - >pr epar e( qq[
I NSERT | NTO node (
mac, pid, category id, status, voip, bypass_vlan,
detect date, regdate, unregdate, | astskip,
user _agent, conputernanme, dhcp_fingerprint,
| ast _arp, |ast_dhcp,
not es,

) VALUES (
? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ?

)
1),
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Chapter 3

Customizing PacketFence

Registration Pages

Translations

The language of the user registration pages is selected through the gener al . | ocal e configuration
parameter.

Theinternationalization process uses gettext. If you are new to gettext, please consult _http://www.gnu.org/
software/gettext/manual/gettext.html#Overview for a quick introduction.

Currently, PacketFence has language files for Dutch, English, French, Italian and Spanish. The PO files
arestoredin/ usr/ 1 ocal / pf/ conf/ | ocal e.

If you want to add support for a new language, please follow these steps:

1. create anew language subdirectory in/ usr /| ocal / pf/ conf /1 ocal e
2. changeinto your newly created directory

3. create anew subdirectory LC_MESSAGES

4. change into your newly created directory
5

. copy the file / usr/ | ocal / pf/ conf/ | ocal e/ en/ LC_MESSAGES/ packet f ence. po into
your directory

(o]

. trandate the message stringsin packet f ence. po

7. createthe MO file by executing:

V usr/bin/ megf nt packet f ence. po |

Please consider submitting your new trandation to the PacketFence project by contacting us at _packet-
fence-devel @lists.sourceforge.net.

Content

Since version 1.7 of PacketFence, the registration pages use Template Toolkit (http:/tem-
plate-toolkit.org/).

All the template files are located in /usr/Il ocal /pf/htm /user/content/tenpl ates.
The first template you might want to customize are surely the registration templates / usr/ | o-
cal / pf/htm /user/content/tenplates/register.htm and/usr/local /pf/htm/
user/content/tenpl ates/regi ster_1. ht m . Youcan freely edit the HTML codein thisfile
(and all other template files). However, if you want to customize the pages beyond the HTML template

Copyright © 2008-2011 Inverseinc. Customizing PacketFence 4
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Chapter 3

(for example by adding new variables to it), you'll need to look into the/ usr/ | ocal / pf/1i b/ pf/
web. pmPerl module. This module contains one function per template file. So if you want to modify the
registration page, you'll have to modify thegener at e_r egi strati on_page function.

Workflow

When aHTTP request is received by the Apache web server, the following workflow happens:
1. URL is compared against the redirection instructionsin/ usr/ | ocal / pf/ conf/ htt pd. conf
2. requested CGl scriptin/ usr/ | ocal / pf/ cgi - bi n is executed

3. CGl script callsagener at e_<t ype> function which isdefinedin/ usr/ | ocal / pf/1i b/ pf/
web. pm

4. the gener at e_<t ype> function uses Template Toolkit and the templatesin / usr /| ocal / pf/
ht M / user/ cont ent/t enpl at es in order to render the page

Remediation Pages

The remediation page shown to the user during isolation is specified through the url parameter of the
given violationin/ usr/ | ocal / pf/ conf/vi ol ati ons. conf. Inits default configuration, Pack-
etFence uses PHP templates located in the directory / usr /| ocal / pf/ ht m / user/ cont ent/ vi -
ol ations/.

Adding custom fields to the database

You can, if needed, add additional fields to the PacketFence database. Keep in mind though that this
might lead to more work when you upgrade to the next PacketFence version. Depending on the degree of
integration of these fields with PacketFence, you'll have to execute one or more of the following steps

Adding a field to the database only

In this case, the field is part of one of the main PacketFence tables, but PacketFence is unaware of it.
PacketFence won't consult the field and won't be able to modify it. A possible usage scenario would be
a 3rd party application which maintains thisfield.

Since PacketFence doesn't have to know about the field, all you haveto do is execute your SQL ALTER
TABLE query and you are done.

Adding a field and giving PacketFence read-only access

In this case, PacketFence can show the contents of the table using both pfcmd and the Web Admin GUI,
but won't be able to modify the contents of the field.

Start by modifying the database table using an SQL ALTER TABLE query.

Then, modify the Perl module having the same name as the table you have added the field to, i.e. If you
added thefield to the nodetable, then edit/ usr/ | ocal / pf/1i b/ pf/ node. pm Youll have to mod-
ify the SQL SELECT queries at the beginning of the file to include your new field and, possibly the func-
tions using these queries. If your new field should be used in reports, the dashboard or graphs, you'll also
have to modify the queriesin/ usr/ | ocal / pf/ i b/ pf/ pfcnd/ graph. pm/usr/ I ocal / pf/
I'i b/ pf/pfcmd/ report. pmand/usr/1ocal/pf/lib/pf/pfcnmd/ dashboard. pm
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Last, but not least, you'll have to modify thefile/ usr/ | ocal / pf/ conf/ ui . conf. Inthisfile, you
can also give anice looking name to your field for showing up in the Web Admin GUI.

Adding a field and giving PacketFence read-write access

Start by creating the read-only field as described above.

Then, modify the SQL UPDATE and INSERT queries in the database tables Perl module, as well as the
associated functions.

Thelast step isto make PacketFence'sgrammar aware of thenew field. Modify / usr/ 1 ocal / pf/ i b/
pf / pf cnd/ pf cnd. pmand then re-generate the precompiled grammar (which is used by the pfcmd
CLI) with:

cd /usr/| ocal / pf

usr/ bin/perl -w-e '
use strict; use warnings; use diagnostics;
use Parse:: RecDescent; use lib "/usr/local/pf/lib";
use pf::pfcnd:: pfcnd;
Par se: : RecDescent - >Pr econpi | e( $gr anmar, " pfcnd_pregramrar”);

nv pfcrd_pregrammar. pm /usr/ | ocal / pf/lib/ pf/pfcnd/ pfcrd_pregrammar. pm

VLAN assignment

Caution
Thisinformation in the following section is obsolete.

The pfsetvlan daemon assigns by default a MAC to the VLAN which is saved in the VLAN field in
its database entry. This VLAN field is, again by default, filled during registration with the normalVlan
configuration setting, defined in/ usr/ | ocal / pf/ conf/ swi t ches. conf.

So, there are two different ways to change the VLAN a given node ends up in: by modifying the content
whichissavedinthe VLAN field during registration and by modifying how pfsetvlan usesthisinformation.

Modifying the VLAN assignment during registration

Y ou can change the default behavior by modifying thefollowinglinesin/ usr/ | ocal / pf/ cgi - bi n/
regi ster. cgi

#det ermi ne default VLAN if VLAN isolation is enabl ed
#and the vl an has not been set yet
i f (isenabl ed($Config{' network'}{'vlan'})) {
if (! defined($info{'vlan'})) {
ny % Confi gVl an;
tie %ConfigVlan, 'Config::IniFiles',
(-file = "/usr/local/pf/conf/swtches.conf');
$info{'vlan'} = $ConfigVlan{' default'}{' normal VI an'};
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Modifying how pfsetvlan calculates the VLAN for a node

pfsetvlian uses the get Nor mal VI an function defined in pf : : vl an: : cust omto determine a node's
VLAN. Here's the default function:

sub get Nor mal VI an {

#$switch is the switch object (pf::SNWP)

#$i flndex is the iflndex of the conputer connected to

#$mac i s the mac connected

#$node_info is the node info hashref (result of pf::node's
node_vi ew on $mac)

#$conn_type is set to the connnection type expressed as the
constant in pf::config

#$user _nane is set to the RADI US User-Nane attribute (802.1X
User nane or MAC address under MAC Aut henti cati on)

#$ssid is the nane of the SSID (Be careful: will be enpty string
if radius non-wreless and undef if not radius)

ny ($this, $switch, $iflndex, $nac, $node i nfo,
$connecti on_type, $user_nane, $ssid) = @;

ny $l ogger = Log:: Log4perl ->get | ogger();

return $sw tch->get VI anByNane(' normal VI an') ;

}

As you can see, the function receives several parameters (such as the switch and full node details) which
allow you to return the VLAN in away that matches exactly your needs!
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SNMP

Introduction

Good places to start reading about SNMP are http://en.wikipedia.org/wiki/SNMP and http://www.net-
snmp.org/.

When working with SNMP, you'll sooner or later (in fact more sooner than later) be confronted with having
to trand ate between Ol Ds and variable names. When the OlDs are part of the Cisco MIBs, you can usethe
following tool to do the trandlation: _http://toals.cisco.com/Support/SNM P/public.jsp. Otherwise, you'll
have to use snmptranslate for example and setup your own collection of MIBs, provided (hopefully) by
the manufacturer of your network equipment.

Obtaining switch and port information

Below are some example of how to obtain simple switch and port information using SNMP. Well as-
sume that your switch understands SNMP v2, has the read community public defined and is reachable
at 192.168.1.10.

Switch Type

|snrrp\/\al k -v 2c -c public 192.168.1.10 sysDescr

Switchport indexes and descriptions

|snrrpwa| k -v 2c -c public 192.168.1.10 ifDescr

Switchport types

lsnmpwal k -v 2c -c public 192.168.1.10 ifType

Switchport status

snnmpwal k -v 2c -c public 192.168.1.10 ifAdm nSt at us
snmpwal k -v 2c -c public 192.168.1.10 if Oper Stat us

Copyright © 2008-2011 Inverseinc. SNMP 8
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Obtaining VLAN information on Cisco switches

Access VLAN on a switchport

snnpwal k -c public -m C SCO VLAN- MEMBERSHI P-M B - M \
usr/ 1l ocal / share/ snnp/ nmi bs: / usr/ shar e/ snnp/ ni bs \
-v 2c 192.168.1.10 vnWM an

Copyright © 2008-2011 Inverseinc. SNMP



Chapter 5

Supporting new network hardware

PacketFence is designed to ease the addition of support for new network hardware referred to as Network
Devices. All supported network devices are represented through Perl objects with an extensive use of
inheritance. Adding support for anew product comes down to extending the pf : : SNMP class(in/ usr/
[ ocal / pf/1ib/pf).

The starting point to adding support for a new network device should be the vendor's documentation! First
of al, you'll have to figure out the exact capabilities of the switch and how these capabilities will fit into
PacketFence. Isit a Switch, an Access-Point or a Wireless Controller?

Switch

Will you be ableto use only link change traps? Does your switch allow you to use MAC notification traps?
Port Security? MAC Authentication? 802.1X?

Link change capabilities

Y ou need to defineanew classwhichinheritsfrom pf : : SNVP and definesat | east thefollowing functions:
e get MacAddr VI an

* get Version

» getVlan

* get VI ans

» i sDefinedVl an

e parseTrap

 getMacAtl fl ndex

e setVlan

The par seTr ap function will need to return a hash with keyst r apType and t r apl f | ndex. The
associated values must be up or down fort r apType and thetrapsi f | ndex fort r apl f | ndex.

MAC notification capabilities

In addition to the functions mentioned for link change, you need to define the following function:;
» i sLearnt TrapsEnabl ed

Also, your par seTr ap function will need to be ableto return athird valuefor thet r apType key: mac.
In this case, the hash also needsto containt r apOper at i on,trapVl an andtr apMac keys.
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Port security capabilities

In addition to the functions mentioned for link change, you need to define the following functions:
e i sPort SecurityEnabl ed
* aut hori zeMAC

Inthis case, the par seTr ap function needsto be ableto return secur eMacAddr Vi ol at i on for the
trapType key.

MAC Authentication

Note

Work in progress

NAS-Port translation

Oftenthei f | ndex provided by the switch inaRADI US Access- Request isnot thesameasit'sred
world physical equivalent. For examplein Cisco requests are in the 50xxx while physical ports are 10xxx.
In order for PacketFence to properly shut the port or request re-authentication a translation between the
two is required. To do so provide an implementation of the following interface:

* NasPort Tol f | ndex

MAC Authentication re-evaluation

MAC Authentication re-evaluation is necessary in order to provoke a VLAN change in the PacketFence
system. This happens for instance when a node is isolated based on an IDS event or when the user suc-
cesfully authenticates through the captive portal. The default implementation in pf : : SNMP will bounce
the port if there is no Voice over |P devices connected to the port. Otherwise it will do nothing and send
an email. If your device has specific needs (for example it doesn't support RADIUS Dynamic VLAN As-
signments) override:

» handl eReAssi gnVl anTr apFor W r edMacAut h

Oncethe MAC Aut henti cati on works, add theW red MAC Aut h capability to the switch's code
with:

|sub support sWredMvacAuth { return $TRUE;, } |

802.1X

Note

Work in progress

NAS-Port translation

Oftenthei f | ndex provided by the switch inaRADI US Access- Request isnot the same asit'sreal
world physical equivalent. For examplein Cisco requests are in the 50xxx while physical ports are 10xxx.
In order for PacketFence to properly shut the port or request re-authentication a translation between the
two is required. To do so provide an implementation of the following interface:

* NasPort Tol f | ndex
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So far the implementation has been the same for MAC Authentication and 802.1X.

Force 802.1X re-authentication

802.1X re-authentication is necessary in order to provoke a VLAN change in the PacketFence system.
This happens for instance when a node is isolated based on an IDS event or when the user succesfully
authenti cates through the captive portal. The default implementationin pf : : SNVP usesthe | EEE8021-
PAE- M Bandisgeneraly well supported. If the default implementation to force 802.1X re-authentication
doesn't work override:

» dot 1xPort Reaut henti cat e

Proper 802.1X implementations will perform re-authentication while still alowing traffic to go through
for supplicants under re-evaluation.

Oncethe 802. 1X works, add theW r ed Dot 1X capability to the switch's code with:

lsub supportsWredDot1x { return $TRUE; }

Wireless Access-Points or Controllers

Minimum hardware requirements

PacketFence's minimum requirements regarding Wireless hardware is:

« definition of several SSID with several VLANSsinside every SSID (minimum of 2 VLANS per SSID)
* RADIUS authentication (MAC Authentication / 802.1X)

» dynamic VLAN assignment based on RADIUS attributes

» SNMP deassoci ation/deauthentication traps

« aCLl, SNMP, RADIUS! or WebServices command to deassociate/deauthenticate a client

Most of these features work out of the box for enterprise grade Access Points or Controllers. Where the
situation starts to vary is for deauthentication support.

SSH or Telnet is an error prone interface and requires preparation for the SSH access or is insecure for
Telnet.

SNMP isimplemented when available but not all vendor support it.

RADIUS is an upcoming deauthentication mechanism in PacketFence. It's the support for RFC 3576
Change of Authorization (CoA) or Disconnect-Messages (DM aka PoD). Once implemented it will bethe
preferred deauthentication technique.

Template module

Start with acopy of thetemplatemodulepf /| i b/ pf/ SNMP/ W r el essMbdul eTenpl at e. pmand
fill in appropriate documentation and code.

IRADIUSRFC 3576 Change of Authorization (CoA) or Disconnect-Messages (DM aka PoD)
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Required methods

Y ou need to implement at least:
» get Versi on() - fetchfirmwareversion

» parseTrap() - parsesthe SNMP Trapssent by the hardware. For wirel ess hardware an empty method
liketheonein pf:: SNMP: : Wr el esshMbdul eTenpl at e isok.

» deaut henti cat eMac() - performs deauthentication

» supportsWrel essMacAut h(),support sWr el essDot 1x() - based on what the hardware
supports

Override methods

If default implementation of the following methods doesn't work you will need to override them:

e extract Ssi d() - extract SSID from RADIUS Request

The "adding a new network device module in
PacketFence" checklist

Here'saquick rundown of the several filesyou need to edit in order to add anew switch into PacketFence.
There's a plan to reduce this amount of work in progress see issue #1085.

» Tested model and firmware version should be documented in module's POD
 Any bugs and limitations should be documented in module's POD

* Add it to pf/ htm /adni n/ confi guration/sw tches_add. php and
switches_edit. php

» Make surethat al tests pass
» Add configuration documentation to the Network Devices Guide
» Add switch to the Network Devices Guide's switch chart

» Add switch to the chart in READIVE. net wor k- devi ces
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Developer recipes

Running development version

Bleeding edge

For day to day development one can run a checkout of the current development branch in / usr/ | o-
cal / pf/ and develop there within aworking setup.

Care should be taken not to commit local configuration files changes and files not in the repository.

Not so bleeding edge

Using the development yum repository and upgrade packetfence often is a good way to proceed. Check
our _snapshots download page for instructions.

Make sure you read the UPGRADE document after every upgrades to avoid any surprises.

Debugging PacketFence grammar

PacketFence uses a parser to validate user input. This parser is referred to as the grammar. When you see
errorslike

|Oomrand not understood. (pfcnd granmar test failed at line 217.) |

it means that you faced a problem in the command you are trying to send or in the grammar itself.

The parsing of a command is a tricky process. First the command is interpreted in the pf: : pf cnd
module using traditional regular expressions. Then some of the commands will trigger the pars-
er pf::pfcnd:: pfcrd_pregranmar which is a precompiled module that is generated from
pf:: pfcnd: : pf cnd when packetfenceis built.

To help troubleshoot a failing command, you can enable tracing on the parser by removing the comment
from the following linein pfemd:#our $RD_TRACE = 1;

New Exception handling techniques under testing

Little attention was given to error-handling in PacketFence's early design. This is understandable as it
wasn't probably the most bang-for-the-buck thing to do. However we must now live with alarge codebase
that explodes at runtime or that doesn't differentiate an erroneous condition from anull or O value. Refac-
toring to improve error-handling will be gradual but new code should follow these tips:
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1 useTry::Tiny
2. wrapstuffintry {...} catch {...}; (andoptiondlyafinally {...};)
3. inthecodeusedi e(. ..); tothrow an exception and make the error message meaningful

4. inthecatchblock, use$l ogger - >l ogcarp(string . $@ if | wantoutput totheCLI, otherwise,
choose wisely

This catches a lot of errors (including runtime crashers) and alows us to recover from these conditions
S0 its pretty cool!

So far, it is mandatory to wrap the Web Services enabled network devices modules code since
SQOAP: : Li t e will dieon you if host is unreachable for example (actually it's LWP: : User Agent who
will).
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Contributing

Here are some golden rules of contributing to PacketFence:
» Be active on the developer mailing list

Theplacetobeif youwant to contributeto the PacketFence project isour developersmailing list: https./
lists.sourceforge.net/lists/listinfo/packetfence-devel. Let us know your issues, what you are working on
and how you want to solve your problems. The more you collaborate the greater the chances that your
work will be incorporated in atimely fashion.

» Usetheissuetracker: http://www.packetfence.org/bugs/

Good chances that the bug you want to fix or the feature you want to implement is already filed and
that information in the ticket will help you.

* Please provide small, focused and manageable patches

If you plan on doing alot of code, use monotone and track our current development branch. Develop
the feature in small chunks and stay in touch with us. Thisway it'll be merged quickly in our codebase.
No big code dumps after finishing your feature please.

Creating patches

Patches should be sent in unified diff format. This can be obtained from the diff or mtn tools.

[diff -u oldfile newfile |

or from a checkout of the PacketFence source code from monotone:

[tn diff |

If required a public branch can be created for contributors on our public source code repository.
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Chapter 8

Additional Information

For more information, please consult the mailing archives or post your questionsto it. For details, see:

packetfence-announce@lists.sourceforge.net: Public announcements (new releases, security warnings
etc.) regarding PacketFence

packetfence-devel @lists.sourceforge.net: Discussion of PacketFence devel opment

packetfence-users@lists.sourceforge.net: User and usage discussions
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Chapter 9

Commercial Support and Contact
Information

For any questions or comments, do not hesitate to contact us by writing an email to: support@inverse.ca

Inverse (http://inverse.ca) offers professional services around PacketFence to help organizations deploy
the solution, customize, migrate versions or from another system, performance tuning or aigning with
best practices.

Hourly rates or support packages are offered to best suit your needs.

Please visit http://inverse.ca/support.html for details.

Commercial Support
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Chapter 10

GNU Free Documentation License

Please refer to http://www.gnu.org/licenses/fdl-1.2.txt for the full license.
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